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e WEX is building a WEX Chip Issuance Roadmap to provide a seamless transition to WEX
chip cards for our fleet customers.

e WEX also is working directly with our WEX-accepting merchants, their payment
processors and their POS/pin pad vendors to build and to ensure compliance of the WEX
chip.

15.7 Contractor or system must provide a way for Purchasing Entities to report fraudulent activity,
lost, or stolen cards. Purchasing Entities also know it is important to be able to verify credentials
of someone reporting such activity.

If a WEX card is lost or stolen, it should be reported immediately to our Customer Service
Department by calling the toll-free number. The Customer Service Department is available 24
hours a day, 365 days a year. The fleet can also notify WEX of the loss, theft, or unauthorized use
of any card or account through WEXOnline®. Subject to any limitations imposed by applicable law,
the fleet will be liable to WEX for all unauthorized use of a card until you notify us of such use.

WEX will process requests for replacement cards for lost, damaged, or stolen cards within one
business day. If notification is received by 3:30 p.m. Eastern Time, you can have cards sent that

day. You can use your own shipping account number or be charged a fee to cover the shipping
costs.

Once a card has been reported as lost or stolen, it is immediately invalidated in the WEX system.
After cancellation, all electronic authorizations associated with the card are declined at the time
a purchase is attempted. Once WEX receives proper notification, the fleet will be relieved from
liability for any subsequent charges to the card.

WEX actively works with authorities at both local and federal levels to help authorities identify
and apprehend individuals associated with White Plastic and/or Skimming. This level of
engagement sometimes involves undercover surveillance which could be jeopardized by an
unknowing individual pursuing an investigation on his or her own.

WEX may assume liability (financial loss) for white plastic cases. WEX may also require the
impacted fleet to submit a dispute form or an Unauthorized Use Affidavit. This notarized
document may be requested should the matter be prosecuted and it enables WEX to submit
information in a court proceeding as evidence. Without the formai notarization, the claims we
are prosecuting on your behalf may be disallowed.

It is important to remember that diligence and responsiveness are also important for fraud
mitigation:

¢ Timely review of transaction data and reports is critical to fast identification of suspicious
activity.

e Expeditious reporting (including submission of the Unauthorized Use Affidavit, if
requested) of any suspicious transactions.

¢ Drivers should be encouraged to report to Customer Service anything unusual at stations,
such as a pump that may have been tampered with/opened or a card reader that appears
abnormal.
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15.8 Contractor or system must provide a way for Purchasing Entities to track reported fraud
transactions to completion (closure).

WEX offers a comprehensive fraud prevention and management program. Most recently, we
have been beta testing an enhanced customer facing claims management interface with a large
government customer. This tool allows customers to view each claim, the claim number, type of
claim, card number, date reported, age of claim, total dollars, claim status and date of resolution.
Upon resolution, an email is sent to the fleet for notification. The information in the interface can
be exported into a report (on demand or scheduled) so it can be easily shared with others in your
organization. Once beta testing is complete, we expect to deploy this solution to other large
customers. We expect this to be in place before the contract effective date of January 1, 2021.

15.9 Contractor or system must be able to resolve mass attacks (i.e. fraudulent low value charges on
multiple cards at once) without requiring action from the Purchasing Entities.

This type of attack is not a risk to WEX Fleet card holders, as our transaction processing occurs on
a closed-loop network, not over the Internet.

Regarding other Web-based applications, OWASP standards are built into development
processes, and manual testing is performed in addition to peer review as required by our SDLC.
WEX uses an automated dynamic application security testing (DAST) solution that scans web
applications to find vulnerabilities and provide guidance on remediation.

WEX receives vulnerability announcements for relevant systems from vendors, third parties, NIST,
FDIC, FBI, and other threat feeds, and has a dedicated security operations team managing and
maintaining the vulnerability management program. The vulnerability management procedure

requires a ticket to be generated and assigned to Information Technology operations teams for
patching.

16. DISPUTED TRANSACTIONS

Purchasing Entities will pay according to the contract payment terms; however, in instances of dispute,
the charges must be placed in suspense until there is resolution. The Contractor must propose a timely
dispute procedure to ensure that the payment network charge back rights do not expire. If upon
resolution of a dispute it is found that the transaction was actually an authorized charge, the Participating
Entity will be liable for the payment within the payment terms as described herein.

16.1 Contractor must provide a resclution procedure for dealing with disputed transactions resulting
from unauthorized charges, errors in cardholder billings, or problems with charges for
merchandise or services that are not resolved between the Cardholder and Merchant.

Disputed Transaction Detail

e How users will notify the Contractor

e Ability to dispute transactions electronically as well as track through final resolutions
of the charge

e [nstructions for cardholders
e Instructions (including invoice adjustments) for billing offices
e Provisions for prompt investigation of disputed items

MASTER AGREEMENT NO. 00819 — FLEET CARD SERVICES PAGE 1350F 138

15.110/04/2022 | Public Works | WEX Fleet Card for fuel credit card services based on Arizona Participating... 10/4/2022 Page 182 of 185



e Provisions for reporting/disposition on resolution of dispute to cardholders,
approving officials, Program Administrators, and billing office

e Provisions for system identified disputed related credit or payment on resolved
dispute.

s Any limitations on the timeline of disputed transactions.

¢ Any details on what components of the transaction can be disputed

The WEX transaction dispute process is sutlined below:

1. A customer must notify WEX in writing of a disputed transaction within sixty (60) days
of the billing date of said transaction. WEX requests that the customer to provide as
many details regarding the transaction and the reason for dispute as possible,
including, but not limited to the following: card number, driver identification number
used, transaction date and time, transaction dollar amount, and reason for dispute.
Additional information may be requested as necessary to facilitate the investigation.
When a Purchasing Entity disputes a charge, the disputed amount is temporarily or
permanently credited in the current billing cycle and is removed from the amount
due on the next available invoice. As such, the amount due shown on every invoice
will be less the disputed amounts that occurred since the last invoice was created.
Purchasing Entities shall pay the exact amount set forth on each invoice to avoid a
credit being taken twice once the dispute is resolved and the final credit is applied.

2. The Participating Entity’s written dispute is then forwarded to the applicable
department for follow up and investigation. If the dispute involves an allegation of
abuse or fraud, it will be handled by the Contractor’s Fraud Department and the
dispute process may vary from the standards as outlined below depending on the
nature and validity of the claim.

3. If the disputed transaction occurred inside the fueling location and required a
signature from the cardholder, the Contractor may request a copy of the sales draft
from the merchant. As a result of the ticket request, the Participating Entity will
receive a temporary credit memo on their invoice noting that a transaction is in
dispute.

4. Once the applicable merchant provides a copy of the sales draft, it will be reviewed
for compliance with the fleet program. If the Contractor determines that the sale is
valid in accordance with the program, the disputed charge balance will be carried
forward for payment and will be subject to applicable late fees. Payment is expected
during the next billing cycle. Copies of the sale draft are then forwarded to the
Purchasing Entity for review.

5. In the rare event that the transaction in question is determined to be a duplicate
transaction, it is not necessary for the Contractor to request a copy of the ticket from
the merchant. After receiving the Purchasing Entity’s dispute in writing and
confirming that the transaction is a duplicate, the Contractor will permanently credit
the account within five (5) business days.

6. If the disputed transaction occurred at an automated facility, a copy of the sales draft
would not be available as no signature is required and swipe of the card into the card
reader establishes that the card was present at the time of sale. Pursuant to the
terms of our Agreement, “...use of a Card and DIN and entry of the applicable sales
data into the card system will evidence (your) Agreement to pay for such purchases.”

7. In the rare occasion that a technical error occurred at an automated facility, the
Contractor will perform an investigation into the dispute sale.
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8. Upon conclusion of the investigation, the Contractor will communicate the outcome
of the investigation to the Purchasing Entity. If a credit for a disputed transaction is
warranted, it will be applied against the current billing period.

*Disputes of WEXPay™ transactions are subject to the MasterCard dispute process.

Online Dispute Process

Provisioned users can use WEXOnline® to request ticket copies, initiate a transaction dispute on
a single or multiple transaction(s), and maintain visibility until resolution.

Current rules about what types of transactions cannot be disputed (e.g., private site, transactions,
aviation transactions, island card reader, etc.) still apply. Onscreen instructional text and error
messaging will be displayed if a transaction doesn’t meet the dispute criteria.

Fraud-related dispute requests can be initiated within WEXOnline®, but due to their urgent
nature, these disputes are immediately routed to the WEX Fraud Department for analysis and
review. Given their sensitive disposition and circumstance, information about fraud-related
disputes, including their status, will not appear in WEXOnline®, and instead will follow existing
communication channels.

WEXPay™ transactions cannot be disputed online and must follow the existing process. Onscreen
error messagingWEXPay™ transactions cannot be disputed online and must follow the existing

process. Onscreen error messaging with a hyperlink to the dispute form will appear if this type
of transaction is selected.

17. CARD ACCEPTANCE

17.1 Card acceptance is critical to state business and is a scored element of this Competitive
Solicitation.

The WEX Fleet Card offers acceptance in ail 50 states, at more than 95% of U.S. retail fueling
locations, all of which provide Level lll data. The card is accepted by all major oil companies and
fuel retailers, as well as independent merchants, in urban, rural, and remote locations. The WEX
Fleet Card is also accepted at approximately 4,500 locations in Canada. Although the number of
accepting locations fluctuates due to gas and service stations opening and closing, the WEX card
is currently accepted at more than 132,000 retail locations. Of these, approximately 120,000 offer
fuel or both fuel and service; approximately 32,000 offer service or both fuel and service.

WEX Fleet DriverDash, our free mobile fuel payments platform, is now accepted at more than
25,000 US fueling locations, with frequent new acceptance announcements. DriverDash is an
industry-first, fleet fuel card mobile payments application. WEX Fleet DriverDash sets the
fundamental framework and acceptance for how future payments will be made, including by the
vehicle itself. As connected car technology grows and becomes more accessible, the need for
these type of mobile payments applications and interfaces will continue to grow. Mobile
payments are safer, more secure, and provide a greater level of flexibility and accuracy for what
can be prompted for at the time of purchase.

WEX is always increasing its acceptance coverage for fuel, marina and service locations. Because
we currently have acceptance at more than 95% of all U.S. fuel sites, our merchant acquisition
strategy is driven by the needs of our fleet customers requiring service in remote areas or
acceptance outside of domestic coverage. If a fleet customer identifies specific fueling needs, WEX
will work toward signing any needed location
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If the customer has merchants that they would like to be part of the WEX accepting network who
do not already have direct acceptance or cannot utilize the WEXPay™ tool, we will request the
following information from the fleet:

e Merchant name

e Merchant address

¢ Merchant contact person

» Phonre and fax numbers

e Expected utilization/volume from your fleet

¢ Name and phone number of fleet employee requesting WEX card acceptance

WEX will work with all interested parties toward gaining acceptance at the location. This includes
either direct agreements or acceptance through our partnerships with network sales
organizations and acquirers.

Number of WEX-accepting locations, July 2019:

Fuel, United States 137,862
Fuel, Canada ~ 4,500
EV (US) ~ 66,000
WEXPay (US) ~ 398,000
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